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Abstract—This paper addresses the problem of detecting anomalous multivariate
co-occurrences using a limited number of unlabeled training observations. A novel
method based on using a hypergraph representation of the data is proposed to
deal with this very high-dimensional problem. Hypergraphs constitute an important
extension of graphs that allow edges to connect more than two vertices
simultaneously. A variational Expectation-Maximization algorithm for detecting
anomalies directly on the hypergraph domain without any feature selection or
dimensionality reduction is presented. The resulting estimate can be used to
calculate a measure of anomalousness based on the false-discovery rate. The
algorithm has OðnpÞ computational complexity, where n is the number of training
observations and p is the number of potential participants in each co-occurrence
event. This efficiency makes the method ideally suited for very high-dimensional
settings and requires no tuning, bandwidth, or regularization parameters. The
proposed approach is validated on both high-dimensional synthetic data and the
Enron e-mail database, where p > 75; 000, and it is shown that it can outperform
other state-of-the-art methods.
Index Terms—Anomaly detection, co-occurrence analysis, unsupervised
learning, variational methods, social networks.
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INTRODUCTION

A wide variety of complex systems can be characterized and
analyzed using high-dimensional co-occurrences. Co-occurrence
data are collected by noting all entities participating in each
observed event. For example, each meeting of a group of people in
a social network can be considered a co-occurrence [1]. In the
context of computer vision, co-occurrences of metadata tags are
used to recognize scenes and objects [2], [3]. Co-occurrence data
are also widely used in recommender systems and search engine
optimization [4], [5], [6] and recently have been used to infer the
structure of computer networks [7]. This paper addresses the
problem of detecting anomalous co-occurrences based on unlabeled training observations of both “nominal” and anomalous cooccurrences and annotating each observation with a measure of its
anomalousness.
Robust statistical analysis of such data is a significant challenge.
Consider the following social network example: p people in a social
network are being observed, and each time a subset of these people
meet, we record the meeting as a co-occurrence event. Using n
such observations as training data, we wish to learn a rule for
determining whether any future meetings are anomalous. We do
not know a priori the distribution of typical meetings or even how
many anomalies were present in our n training samples. In
addition, it is desirable to have some mechanism for controlling the
number of false alarms. Furthermore, there are 2p conceivable
meetings, and n may be very small compared to the size of this
domain, resulting in computational and statistical challenges [8],
[9]. Parameter tuning via cross validation or related methods can
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be unstable when n is relatively small. Finally, it is important to
have performance bounds and convergence guarantees.
Most existing co-occurrence data analysis methods are limited
to pairwise interactions, storing co-occurrences in a matrix, and
applying graph-theoretic tools [2], [3], [10]. This is particularly
common when analyzing computer, social, and biological networks. However, co-occurrence matrices and graphs are not
sufficiently rich to encode potentially critical information about
ensembles of co-occurring events, in which more that two entities
may be participating in each event.
These challenges call for a new paradigm in co-occurrence
anomaly detection, and this paper proposes an approach based on
hypergraphs. Hypergraphs [11] are generalizations of graphs, where
the notion of an edge is generalized to that of a hyperedge, which
may connect more than two vertices. Assume that there exist p
entities that can participate in a given event and that we observe n
co-occurrence records. Each of these co-occurrences can be
represented as a hyperedge in the hypergraph. This paper
addresses the problem of detecting anomalous co-occurrences,
with special emphasis on the case when p is large relative to n and
when p may be in the tens of thousands, without intermediate feature
selection or dimensionality reduction. The proposed method has
several key features:
.
.
.
.
.
.

1.1

The density over the hyperedges can be estimated without
evaluating it at all 2p possible hyperedges.
The algorithm adapts to an unknown fraction of anomalies
contaminating the training data.
No parameter tuning or bandwidth selection is necessary.
The computational complexity is OðnpÞ.
The algorithm is implementable and effective even when p
is in the tens of thousands.
The false-discovery rate associated with any candidate
anomalous collection of hyperedges can be quickly and
accurately calculated.

Related Work

In anomaly detection, we are interested in identifying sets of
hyperedges that have low probability mass, when the number of
observations is small and even evaluating the probability mass
function (pmf) at every possible hyperedge is computationally
infeasible. Anomaly detection in general has been addressed using
a variety of techniques. In the context of network intrusion
detection [12], it is used when the possible types of intrusion are
unknown. Ye and Chen [13] assume that all observations are
realizations of a Gaussian random variable and then detect
anomalies by computing chi-square statistics by inverting the
sample covariance matrix, which, as they note, can be difficult.
More thorough surveys of anomaly detection in networks, with an
emphasis on network security, may be found in [12], [14], [15].
When it is known that the training data are not contaminated
with any anomalies, the one-class SVM (OCSVM) can be an effective
tool in many contexts [16], [17]. However, it is very sensitive to the
choice of kernel and bandwidth parameter, which can be time
consuming to learn using cross-validation techniques. Also, its best
case computational complexity is Oðn2 pÞ. Another common
approach is to use kernel density estimation (KDE) to estimate the
underlying distribution of the observations and then threshold it.
For co-occurrence data, the Aitchison-Aitken (AA) kernel based on
the Hamming distance has been proposed in [18]. This approach,
however, has several disadvantages. First, as in the OCSVM, the
computational complexity is, at best, Oðn2 pÞ, and estimating the
bandwidth is computationally expensive. Second, it is not clear how
to choose the best threshold or how that threshold translates into
false-alarm control. Moreover, the error performance of KDE can
be poor in the big-p small-n setting [19]. A variant of a KDE-based
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approach (in a continuous domain) that does account for
contamination in the data set is proposed in [20].
Another type of approach, based on graph-theoretic results, can
be found in [21], where it is shown that a K-point minimum
spanning tree (K-MST) can be used to estimate the nonanomalous
training samples. Once such a tree has been extracted from the
data using a greedy algorithm (exact computation is computationally intractable), vertices outside of the K-MST can be considered
anomalies. A more computationally efficient variant of this
approach, called a leave-one-out k-nearest neighbor graph (L1OkNNG), is proposed in [21]. One of the benefits of the L1O-kNNG
is that bounds on the false-alarm level can be derived as a function
of K. However, the complexity is Oðpn2 log nÞ, and it is not clear
how to account for contamination in the training data.

1.2

Organization of the Paper

We start, in Section 2, by introducing the hypergraph representation and formulating the problem of anomaly detection on the
corresponding discrete space. We then provide in Section 3 a
discussion of the key advantages of hypergraphs in this problem
and the shortcomings of alternative setups. Next, in Section 4, we
propose a variational approximation to the pmf and a resulting
OðnpÞ variational Expectation-Maximization (EM) algorithm that
automatically learns 1) the parameters of a finite mixture model for
the distribution of the observed data and 2) the posterior
probabilities of observations being anomalous. The annotation of
observations with a measure indicating the degree of anomalousness, based on the positive false-discovery rate (pFDR) [22], is
described in Section 5. Section 7 shows experimental results
comparing the algorithm to other state-of-the-art anomaly detection algorithms.

2

PROBLEM FORMULATION

Assume that there are p possible entities that can participate in
each co-occurrence event. Thus, each observation is a subset of the
p different entities being monitored and can be considered a
hyperedge in a hypergraph. More formally, let H ¼ fV; Eg be a
hypergraph [11] with vertex set V and hyperedge set E. Each
hyperedge, denoted x 2 E, can be represented as a binary string of
length p, where bits set to 1 correspond to vertices that participate
in the hyperedge. In this setting, we may approximately1 equate E
with f0; 1gp , i.e., the vertices of the binary hypercube of dimension
x1 ; . . . ; xn g containing n
p. The data consists of a multiset X n ¼ fx
observed co-occurrences x i , with each xi being an independent
realization of a random variable X 2 E.
We define g to be the pmf over E underlying X . We assume the
following mixture model:
gðx
xÞ ¼ ð1 $ !Þfðx
xÞ þ !"ðx
xÞ;

ð1Þ

where the overall pmf g is a mixture of the nominal distribution f
and an anomalous distribution " with proportion !. To make it
possible to learn this mixture, it is necessary to make assumptions
on f and ". First, it is assumed here that " is known and equal to
the uniform distribution on E, which can be shown to be the
optimal choice in terms of maximizing the worst case detection
rate among all possible anomalous distributions [20], [23]. We also
assume that f admits a variational approximation, as we discuss in
detail in Section 4. Finally, we assume that ! is unknown.
1. We say “approximately” due to the existence of prohibited
hyperedges, namely, the origin, x ¼ 0 , and all x within Hamming distance
1 from the origin, which correspond to “co-occurrences” with zero or one
entities. The impact of this precluded set becomes negligible for a large p
and is omitted from this paper for simplicity of presentation.

Fig. 1. Modeling two observations, 111111000 and 000101111, with p ¼ 9, using
(top) a graph and (bottom) a hypergraph. With the graph, representing one
observation of a co-occurrence requires multiple edges. With a hypergraph, one
hyperedge suffices. The hypergraph is more efficient for storing/representing
observations and more informative about the real structure of the data.

A realization x of X is called an anomaly if it is more likely to
have been drawn from the distribution " instead of the nominal
distribution f. We can define the anomalous set of hyperedges as
xÞ < #!"ðx
xÞg;
A& ¼ fx 2 E : ð1 $ !Þfðx
where # is a parameter that controls the trade-off between false
positives and false negatives. Define $ðx
xÞ ' P ðX
X ( "jX
X ¼ x; f; !Þ;
1
we note that it is possible to write A& ¼ fx
x 2 E : $ðx
xÞ > 1þ#
g. Since
f and ! are unknown, this means that $ and A& are unknown as
well. We use the iid data X n to estimate $ and, hence, A& .

3

GRAPHS VERSUS HYPERGRAPHS

One could consider using a graph to represent co-occurrence data
by having each vertex represent one of the p possible co-occurrence
entities and using edges to connect vertices associated with
observed co-occurrences. This is illustrated in Fig. 1. Note that
these two co-occurrence observations require 24 graph edges.
Hypergraphs, in contrast to conventional graphs, provide a more
natural representation than graphs for multiple co-occurrence data
of the type examined in this paper. As Fig. 1 illustrates, two
observations can efficiently be represented using only two
hyperedges. Furthermore, while a single co-occurrence observation can be represented as a graph, we cannot represent more than
one co-occurrence without specialized substructures or significant
bookkeeping efforts that basically amount to a nontrivial extension
of a typical graph formulation. Even using weighted edges, where
the weight is proportional to the number of observed cooccurrences, loses information. In fact, the graph data structure
as described above does not encapsulate information about how
often more than two vertices may co-occur simultaneously and
instead reduces the data to an overly simple pairwise representation. In the context of Fig. 1, this is because the graph
representation alone does not encode that vertices 1 and 2 cooccurred at the same time as vertices 3 and 5 but not at the same
time as vertices 7 and 8. As a result, the usual data representation
for graphs, say, in the form of an adjacency matrix, would simply
not work.
In addition, the edge structure of a graph is usually
represented as a p ) p symmetric adjacency matrix with p2 ðp $ 1Þ
distinct elements, so that even converting observations into a
collection of edge weights could be enormously challenging
computationally. Modifications to the standard graph, such as
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edge-labeled multigraphs, might be devised; however, the
hypergraph is a natural representation that admits effective
computational methods, as described below.

4

VARIATIONAL EXPECTATION-MAXIMIZATION

We choose an estimate of f from the class F of distributions with
two key properties. First, each fe 2 F can be expressed as the
product of its marginals. Hence,
e xÞ ¼
fðx

p
Y
j¼1

p
Y

fej ðxj Þ ¼

j¼1

x

%j j ð1 $ %j Þð1$xj Þ ;

ð2Þ

where each fej : f0; 1g$!IRþ
0 is a bona fide univariate probability
x
mass function that sums to one of the form fej ðxj Þ ¼ %j j ð1 $ %j Þð1$xj Þ
for %j 2 ½0; 1+, with xj being a realization of a Bernoulli random
variable Xj , that corresponds to the participation of the jth entity
observed in a co-occurrence. Second, members of F have no
uniform marginals (i.e., %j 6¼ 1=2; this is a technical condition that
ensures identifiability). All members of F are log-concave
unimodal distributions.
Approximating the true f by members of F is an example of a
variational approximation, which has been used in machine learning
in several contexts. For example, in Bayesian networks [24], [25],
such a factorization of the class-conditional densities leads to the
well-known “naı̈ve” Bayes classifier. For a thorough introduction
to statistical inference in large-scale problems with variational
methods, see [26]. In very recent work [27], it has been shown that
linear combinations of N separable functions, of which product
measures are a particular case, constitute a surprisingly rich and
useful function class, even for a very small N. Setting N ¼ 1 is a
reasonable first approximation that has some history in machine
learning, even though it restricts the estimated distributions to be
unimodal.
An EM algorithm can be used for learning the finite mixture
parameters f and ! in (1) [28], [29]. A particular implementation has
been previously derived for Bernoulli product measures [30] and
can be applied in the present setting. Let $i ' $ðx
xi Þ; then, we have:
E-step:

M-step:

xi Þ ¼
$bðtþ1Þ ðx
!
bðtþ1Þ ¼
ðtþ1Þ
%bj
¼

fbðtþ1Þ ðx
xi Þ ¼

!
bðtÞ "ðx
xi Þ

x
!
bðtÞ ÞfbðtÞ ðx

ð1 $

n
1X

n

i¼1

n !
P

i¼1

p !
Y

"xi;j !

" ;

ð4Þ
"
ðtþ1Þ ð1$xi;j Þ

1 $ %bj

5

:

In the M-step, xi;j denotes the value of the jth bit of pattern xi .
Estimating each of the p marginals of f in the M-step requires only
the sum of n terms, leading to OðnpÞ complexity, and protection
from overfitting comes as a natural consequence of the restricted
class of estimates. If a hard decision is necessary, it is natural to
1
threshold the $i at 1þ#
, where # controls the trade-off between false
positives and detection failures, as seen in Section 2.
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ANNOTATIONS

One of the key facets of the approach proposed in this paper is the
annotation of observations. The annotations, which are scalars in
the [0,1] interval, allow the observations to be ranked and provide
some measure of how anomalous they appear to be under the
model. Most methods in the existing literature cannot readily
accomplish this task. In our case, the posterior probabilities $i
constitute one possible type of annotations. In this section, we
describe an alternative.
Starting from premises similar to our own, [20] propose first
learning ! separately and then assigning annotations &i to each x i ,
equal to
&i ¼ 1 $ pFDRðAi Þ;

ð5Þ

where pFDR is the positive False Discovery Rate [22] associated
with the set Ai , which in turn is defined as
Ai ¼ fx 2 E : fðx
xÞ < fðx
xi Þg:

ð6Þ

Note that Ai can be thought of as a level set (with respect to f) of
low-probability hyperedges, which barely excludes xi , so if Ai is
larger (i.e., has a larger "-measure), that suggests that xi is less
anomalous. Further note that the Ai s constitute a collection of
nested level sets of f. To see the relationship between the Ai s and
A& , let AðkÞ denote the kth largest Ai according to the "-measure
(i.e., AðkÞ corresponds to the x i with the kth largest fðx
xi Þ). Then,
there exists some k& such that
Að1Þ , - - - , - - - , Aðk& $1Þ , A& , Aðk& Þ - - - , AðnÞ :
In other words, the level set A& contains a nested collection of Ai s.
The value of k& depends on #, the parameter that controls for the
compromise between false alarms and detection failures, and on
the mixture parameters f and !. The pFDR, for a set A, is defined
as follows:
pFDRðAÞ ¼ P fX
X ( fjX
X 2 Ag:

ð7Þ

Thus, if we declare observations that lie in Ai to be “discovered”
anomalies, then pFDRðAi Þ is the probability that those observations arise from the nominal distribution f. It can be shown that
&i ¼ !U
UðAi Þ=G
GðAi Þ, where U
Uð:Þ and G
Gð:Þ refer to the probability
measures associated with " and g. Denoting the f-measure by IFð:Þ,
we can estimate &i by

ð3Þ

;

"
xi;j

ðtþ1Þ

1 $ $bi

ðtþ1Þ
%bj

þ!
bðtÞ "ðx
xi Þ

;

ðtþ1Þ

1 $ $bi

i¼1
n !
P
j¼1

ðtþ1Þ

$bi

iÞ
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&bi ¼

b iÞ
b iÞ
!
bU
UðA
!
bU
UðA
¼
;
b iÞ
b
b
bU
UðA
ð1 $ !
bÞIFðAi Þ þ !
G
GðAi Þ

ð8Þ

b and U
b G
b are Monte Carlo estimates.
where IF,
G,
U
Most density estimation methods do not provide an “easy-tosample” form of the pmf. Drawing samples from distributions
estimated using nonparametric methods such as KDE require
involved MCMC techniques whose convergence is hard to assess. In
our case, however, at the conclusion of the EM algorithm, we may
use fbðtþ1Þ to estimate the &i for i ¼ 1; . . . ; n using a very
computationally efficient Monte Carlo procedure. Specifically, we
sample from the fully factorized f and " distributions—this
amounts to sampling from p independent Bernoulli distributions
using a standard random number generator, as suggested, e.g., in
[31]—and then compute the empirical IF and U
U measures of Ai , for
each xi . Afterward, we plug the estimates into (8), thus obtaining &bi .

6

KEY ADVANTAGES OF PROPOSED METHOD

The proposed variational approximation has a number of key
advantages:
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Fig. 3. True and estimated nominal ðIFðAk ÞÞ and anomalous ðU
UðAk ÞÞ measures of
nested anomalous level sets Ak . Estimates are computed using 10,000 Monte
Carlo samples of fbn and " for p ¼ 10. Ground-truth measures are computed by
evaluating f and " on all 2p hyperedges.

7

EXPERIMENTS

In order to validate our algorithm, we have conducted experiments
using both a synthetic and a real data set. The real data comes from
the Enron e-mail database [36], which is publicly available at
http://www.cs.cmu.edu/~enron.

7.1

Fig. 2. Log of true pmfs and variational EM pmf estimates, with n ¼ 200 and
xi Þ and fbn ðx
xi Þ, in log scale,
pH ¼ 0:95. (a) p ¼ 10. (b) p ¼ 2; 000. The plots show fðx
for x i in the test set.

.

The variational approximation leads to a very computationally efficient M-step.

.

The &i s and the $i s can be computed very easily and
rapidly.

.

The pmf only has to be computed at the n x i locations,
rather than at all 2p hyperedges for anomaly detection.

.

Annotations and rankings of observations can be computed via Monte Carlo, which is particularly efficient since
we simply draw from p independent Bernoulli distributions.

.

Unlike OCSVM, the proposed method returns posterior
probabilities rather than simple hard decisions.

.

Unlike most KDE-based methods, a principled criterion for
making a decision about each observation, based on the
pFDR, is available.

.

Unlike the general case of mixtures of distributions from
the exponential family [32], our model is identifiable, i.e.,
there is a unique maximizer of the likelihood. Furthermore,
the EM algorithm enjoys local consistency [33], [34] in our
setting, which means that EM will reach the unique
maximizer if initialized close enough. This is hard to
verify for general mixtures. To the best of our knowledge,
these results have not been derived before for mixtures of
multivariate Bernoulli distributions. Due to space considerations, we do not include proofs; see [35] for details.

Synthetic Data

For the first experiment, we created a synthetic data set consisting
of a mixture of nominal and anomalous co-occurrences, distributed
according to (1). The data set was split into training and test sets,
each of size n. The nominal samples were generated by dividing
the vertex set f1; . . . ; pg of the hypergraph into high-probability
ðf1; . . . ; p~g) and low-probability vertices ðf~
p þ 1; . . . ; pgÞ, which are
active with probabilities pH and pL , respectively. We used p ¼ 10
and 2,000, with n ¼ 200, p~ ¼ p2 , pH ¼ 0:95, pL ¼ 0:05, and ! ¼ 0:1.
The variational EM algorithm was initialized with !^ð0Þ ¼ 12 and
ð0Þ
%^j ¼ 12 , 8j . The pmf estimate obtained after convergence is shown
in Fig. 2, which depicts the estimated and true densities, fb and f,
evaluated at the test data locations. Fig. 2a corresponds to p ¼ 10,
and Fig. 2b corresponds to p ¼ 2; 000.
Also shown, in Fig. 3, are the measures IFðAk Þ and U
UðAk Þ
and their empirical estimates, obtained by Monte Carlo with
10,000 samples of fbn . Ground-truth probability masses were
exhaustively computed for all hyperedges. This was done for
p ¼ 10 only since p ¼ 2; 000 is impractical. It is clear that the
proposed method is highly successful in estimating both f and
the measure of its level sets.
Additionally, we have evaluated the performance of our
algorithm in estimating !, as a function of the sample size, for
100 Monte Carlo runs of the synthetic model just described. We have
used p ¼ 2; 000 for every run. As Fig. 4 shows, the mean squared
error of !
b steadily decreases as a function of n.
For comparison, the OCSVM [16], with both the Gaussian and the
AA kernels, and L1O-kNNG [21] algorithms were applied to the
same data. The parameters for OCSVM are ', which controls
regularization, and &, which is the kernel bandwidth. We used cross
validation with a two-dimensional grid search to select the best '
and &. The results for all methods, using the test set, are displayed in
Fig. 5, where the first image corresponds to p ¼ 10 and the second
image corresponds to p ¼ 2; 000. The top plot in each image
corresponds to the “ground truth,” defined in this example as
yi ¼ IfX
X("g . As illustrated in Fig. 5, OCSVM succeeds in detecting
most of the anomalies but at the cost of a high number of false
positives—less so with the AA kernel—whereas the L1O-kNNG
algorithm performs better than OCSVM, achieving essentially the
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Fig. 4. Mean squared error of !
b as a function of n, for different values of !, showing
an increase in accuracy as n increases. All curves are obtained using p ¼ 2; 000
and averaging over 100 Monte Carlo runs.

same performance as our variational EM for p ¼ 2; 000 and
performing slightly worse for p ¼ 10. It should be taken into
account that the computational complexity of L1O-kNNG is, at
best, Oðpn2 log nÞ, compared to OðnpÞ for variational EM. Also,
unlike variational EM, while L1O-kNNG returns scalar “scores” in
the [0, 1] interval for each test observation, they do not have a clear
interpretation, particularly when the training data are contaminated as in our example.

7.2

Enron E-Mail Database

For the second experiment, we have utilized the Enron corpus,
which consists of approximately 500,000 e-mails involving
151 known employees and more than 75,000 distinct addresses2
between the years 1998 and 2002. We have organized the data in
two different ways for two different analyses: by message subject
and by day. For the first analysis, we examined co-occurrences of
e-mail addresses that sent or received messages having the same
subject line (we have trimmed the prefixes “Re:” and “Fw:”, and
removed pathological cases such as blank subject lines). For the
second analysis, we examined co-occurrences of e-mail addresses
that sent or received messages in the same day. Thus, we have
records for two types of co-occurrences between users, and we
have attempted to discover anomalies among these co-occurrences.
For the subject analysis, if all 75,000 users are considered, it is
possible to identify approximately 130,000 distinct subject lines.
Memory considerations have forced us to restrict ourselves to a
subset of p ¼ 1; 151 users, comprised of the 151 known employees
and an additional 1,000 other e-mail addresses, randomly selected.
This leads to 30,841 distinct subject lines. Of these, n ¼ 20; 000 were
used for training, and the remaining 10,841 were used for testing.
The estimated nominal and anomalous pmf values for the test set
are depicted in the top plot of Fig. 6, with the Hamming norm kx
xi k
b xi Þ is more
shown below for comparison. Clearly, the estimate fðx
informative for anomaly detection than kx
xi k; in particular, the
b xi Þ is has a relatively
most anomalous observation according to fðx
small Hamming norm. The most anomalous co-occurrence we
detect, at i ¼ 5; 090, has a subject line of “Demand Ken Lay Donate
Proceeds from Enron Stock Sales.” The reason why this subject is
considered the most anomalous is not that it involves a large
number of users but rather that a significant number of previously
inactive addresses participated in the e-mail thread.
2. Note that, due to the existence of aliases and multiple e-mail addresses
for the same user, there are significantly fewer than 75,000 actual users. We
have not attempted to consolidate the data set to take this into account.

Fig. 5. Simulation results on the test set for (a) p ¼ 10 and (b) p ¼ 2; 000. The
horizontal axis is observation index i. Top plot: ground truth, yi ¼ Ixi (" . Second
and third plots: ybi estimated by OCSVM using the AA and Gaussian kernels,
respectively. There are several false alarms (with both p ¼ 10 and p ¼ 2; 000) and
zero missed detections. Fourth plot: Anomalousness scores estimated by L1OkNNG, which, when thresholded at 0:5, contains zero false alarms and zero
missed detections with p ¼ 2; 000 and a number of missed detections with p ¼ 10.
Fifth plot: $bi computed by the proposed variational EM algorithm; setting ybi ¼
Ifb$ >1=2g results in zero false alarms and zero missed detections with both p ¼ 10
i
and p ¼ 2; 000. Bottom plot: &bi .

For the date analysis, we have used e-mail time stamps in order
to record users that were active in each day, either sending or
receiving e-mails. This was done for 1,177 days, starting from
January 1, 1999. Of these, n ¼ 800 days were randomly selected for
training, and the remaining 377 were used for the test set. In this
situation, we were able to utilize the full set of users, leading to a
dimensionality of p ¼ 75; 511. The corresponding pmf estimates are
illustrated in Fig. 7. The density estimate is more informative than
simply kx
xi k, allowing the identification of a highly anomalous date
at i ¼ 324, corresponding to 1,125 days past 1 January 1999, i.e.,
30 January 2002. On this date, most messages again contain the
subject line “Demand Ken Lay Donate Proceeds from Enron Stock
Sales.” It is interesting to note that this happens to be the week of the
Enron CEO’s resignation and that, in the period of 27-30 January
2002, a television interview and a number of articles focusing on his
personal finances had appeared in the media [37].
Also shown in Figs. 6 and 7 are the estimated $i values. It is
apparent that based on the $bi , a larger number of observations
would be declared anomalous relative to the OCSVM, although the
latter also detects the anomalies at i ¼ 5; 090 and i ¼ 324 for the
subjectwise and datewise analyses, respectively. Also, in Fig. 7, it
can be seen that the frequency of high $bi values increases near
periods of high activity.
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Fig. 6. Subject line analysis for the Enron data set, with p ¼ 1; 151. The results are
b xi Þ, in logarithmic scale. Second
shown for the test set. First plot from the top: fðx
plot: Hamming distance to the origin, kx
xi k, shown for comparison. Note that the
most anomalous message subject, at i ¼ 5; 090, does not coincide with the
maximum of kx
xi k. The corresponding subject text is “Demand Ken Lay Donate
Proceeds from Enron Stock Sales.” (Bottom plot) Top: ybi obtained using OCSVM.
Bottom: Estimated $bi values. Both algorithms detect the most anomalous
message subject at i ¼ 5; 090.

We do not report &bi for either situation; unlike the synthetic
example above, the Enron data set exhibits very high sparsity, i.e.,
the vast majority of individual users have very low probability of
participating in a co-occurrence. Thus, f is extremely small for all
but very few hyperedges, which in turn causes the estimated
measure of the anomalous set to quickly tend to zero. This drives the
&bi to virtually one for many of the observations. Thus, in this case,
b xi Þ for visualizing the results. We note
it is more fruitful to use fðx
that the rank ordering given by fðx
xi Þ necessarily coincides with
that given by the true &i as Ai are nested.

7.3

Running Times

We present, in Table 1, runtimes of all tested algorithms, for both
the synthetic data and the Enron corpus. Note that the entries
corresponding to the L1O-kNNG for the Enron data set were left
blank due to the extremely long runtimes—we aborted execution
after 1 hour, when only 5 percent of the test observations had been
processed. For OCSVM, we have used the well-known “libsvm”
toolbox [38]. The reported times include cross validation, which
was carried out using a coarser grid search than that in Section 7.1,
leading to more favorable times for OCSVM. For L10-kNNG, we
used the code provided by Prof. Al Hero. Table 1 shows that, for a
very small sample size, OCSVM and L1O-kNNG outperform
variational EM, but that quickly changes with a slightly larger n.
This is in line with the known quadratic dependence on n for those
two methods. In the larger Enron data set, the OðnpÞ complexity of
variational EM clearly asserts itself.
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Fig. 7. Date analysis for the Enron data set, with p ¼ 75; 511. The results are
b xi Þ, in logarithmic scale. Second
shown for the test set. First plot from the top: fðx
plot: Hamming distance to the origin, kx
xi k, shown for comparison. Note that the
most anomalous observation, at i ¼ 324, again does not coincide with the
maximum of kx
xi k. The corresponding date is 1,125 days after 1 January 1999,
which coincides with that of most messages bearing the subject line “Demand Ken
Lay Donate Proceeds from Enron Stock Sales.” Third plot: top: ybi obtained using
OCSVM. Bottom: Estimated $bi values. Both algorithms detect the most anomalous
day, at i ¼ 324.

classification-based approaches like OCSVM by providing more
information than simply an all-or-nothing decision and on KDE by
providing principled criteria for choosing a decision threshold. The
proposed procedure has been validated on very high-dimensional
examples and compared favorably with other state-of-the-art
methods. As the results show, our method can outperform
alternatives in terms of estimation error, for a useful class of
distributions, while computationally scaling considerably better.
It is noteworthy that variational EM can, in some of our
experiments, achieve better discriminative ability than OCSVM,
even though it is well known that pmf estimation is, in many
senses, a harder task than discrimination. Furthermore, OCSVM is
directly attempting to minimize the probability of error, while
variational EM, in contrast, takes a more indirect maximumlikelihood approach. The strong performance of variational EM
compared to OCSVM is due to the combination of the following
three factors: 1) OCSVM provides an estimate from a richer class
than variational EM. Thus, the OCSVM suffers from a higher
estimation error, even though asymptotically, with a sufficiently
high n, its generalization error could eventually become smaller
than that of variational EM. 2) It has been shown that for a small n,
density-based classifiers can actually reach their own (less
favorable in general) asymptotic error faster. An interesting

TABLE 1
Runtimes, in Seconds, for All Tested Algorithms

CONCLUSIONS

We have proposed a scalable algorithm that detects anomalies on
hypergraphs, with only OðnpÞ computational complexity. We
model the data as a two-component mixture and learn all the
parameters using EM with a variational approximation. Unlike the
general mixture model case, our model is identifiable under very
mild assumptions, and the proposed EM algorithm enjoys local
consistency, as detailed in [35]. The algorithm allows annotations
(&i s) related to the pFDR to be computed more efficiently than
alternative procedures. Furthermore, the algorithm improves upon

ðy Þ LIO-kNNG was too slow to run to completion with the Enron data set.
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treatment of the subject is given in [39]. 3) For a finite sample size,
SVM minimizes the empirical classification error plus a regularization term. In the one-class version, the regularization term
encodes a particular false-alarm probability but does not take into
account the proportion of anomalies, since the training sample is
assumed to only contain data from the nominal distribution.
Another interesting observation is that the pmf estimates are
better for a higher p, as can be seen in Fig. 2. This is because the
nominal and anomalous distributions are more separable in high
dimensions, i.e., the measure of the set where f and " have similar
values vanishes when p increases, which means that a given
observation will, with high probability, be unambiguously either
anomalous or nominal.
In all of the above work, we assume binary observations, where
no information is available about each entity’s participation (such
as a measure of correlation or co-occurrence significance). In many
practical applications (cf. [20] and [21]), however, the measured
data is continuous or multinomial. For example, we may know
how active a participant was in a meeting or how many times a
particular feature appears in each image in a database. Extending
our methods to this setting is possible but introduces new
challenges. One could maintain the variational approximation
with continuous data and, in each coordinate direction, perform
univariate density estimation (e.g., using KDE) to estimate f. The
difficulty, however, is twofold: 1) We would lose local consistency
guarantees, and 2) the complexity would be Oðn2 pÞ instead of
OðnpÞ if kernels were used, making the approach less scalable. In
contrast, quantizing continuous-domain data to be multinomial
and then using variational EM is computationally very feasible; if
we use a K-bin histogram in each coordinate direction, the
complexity becomes OðnpKÞ. An upper bound on the mean
squared error scales like OðK=n þ 1=K 2 Þ, which in turn will reduce
the accuracy of fb [19]. Further investigations into extending the
applicability of the techniques proposed in this paper to broader
settings remain an important component of future work.
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